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Penetration Tester

dishantchaudhary86@gmail.com Dishantchaudhary.me Sh1d00w Sh1doow 

WHO AM I?

An VAPT Analyst with hands-on experience in corporate network penetration testing, and a strong foundation 
built over years through CTFs, hands-on labs, and self-driven security research- driven by a CyberSecurity 
forward mindset. I possess a strong understanding of IT security technologies and toolsets, with extensive 
hands-on experience in Linux, AD, Web, and Network penetration testing. I am highly interested in working 
as a Penetration Tester to leverage my expertise in safeguarding interconnected devices and networks.

WORK EXPERIENCE

Cyber Security Intern
Gurugram Police (GPCSSI)

06/2024 – 07/2024

•Contributed to the development of security tools for investigations. 
•Assisted in threat intelligence analysis and cybercrime investigations

PROJECTS

Hash-Buster
https://github.com/Sh1dO0w/Hash-Buster

Developed a Python-based hash-cracking tool to identify and break password hashes using custom wordlists 
and multi-threaded processing.

Auto-Enum
https://github.com/Dishant-Chaudhary/Auto-Enum

Auto-Enum is an automated enumeration tool designed to assist penetration testers in quickly identifying 
vulnerabilities within a target system. It leverages Nmap for service discovery and integrates with Searchsploit 
to find potential exploits.

IOC-Checker
https://github.com/Sh1dO0w/IOC-Checker

IOC-Checker is an open-source IOC (Indicators of Compromise) analysis tool to automate threat intelligence 
gathering by scanning files, URLs, and IPs against multiple security databases.

ACHIEVEMENTS & CERTIFICATIONS

CNSP (Certified Network Security Practitioner)
The SecOps Group

2025

Top 1% WorldWide
tryhackme.com
   THM-profile | sh1do0w

2024

Hacker Rank
hackthebox.com
 HackTheBox  HTB-profile | sh1do0w

2025

SKILLS

Programming
Python | Bash | HTML/CSS | C/C++

Miscellaneous
Burp Suite | Metasploit | Nmap | Linux | Wireshark 
| OWASP TOP 10 | SQLMap | Git | Hashcat 
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